ACTIVITY SHEET — DEFENSE MODE // AGES 12-15

Activity 1 — The suspicious DM

This direct message has 4 red flags. Mark them and write in the margin which one each is.

s R
DM — message request from @mati.skater.08 (no followers in common)

heyy! found you through the game group, i'm 14 just like you haha. saw your stories, you're really
cool

hey can i tell you something? but keep it between us, don't tell anyone in the group
send me a pic of you right now, come on, you can't see your face well in the ones you post

hurry up i have to go!! if you don't send it i'll think we're not real friends &

. J/

Hint: the 4 red flags from class. How many show up here?

Activity 2 — The 4 red flags, from memory

Without looking at the screen or the previous activity: fill in the 4 red flags. Any one of them = cut off
and tell.

NO. THEY ASK FOR / WANT...

1
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ACTIVITY SHEET — DEFENSE MODE // AGES 12-15

Activity 3 — The 7-Day Challenge

One move per day. Write down the date when you complete it — and get ready to check it off.

DAY MOVE DATE DONE
D1 Turn on two-step verification (MFA) on my email and Instagram Y O
D2 Set a PIN on my SIM card Y O
D3 Change the password on my oldest account (unique, not reused) Y O
D4 Review who can see my profiles and my stories Y d
D5 Agree on an anti-deepfake codeword with my family Y |
D6 Delete the apps | don't use (and their permissions) Y |
D7 Teach one of these moves to someone at home Y O

MY DAY 1

The first move I'm going to make is on /

at

+ To keep going (free, at guiadeunhacker.com/en/)

[ "REAL OR SCAM?" SIMULATOR — 18 MESSAGES, 10 MIN ]

[ "HOW HACKABLE ARE YOU?" QUIZ - 2 MIN ] [ HACKER ACADEMY - 6 MODULES ]

[ THE FULL BOOK IN PDF ]

v Answer key (for the teacher)

Activity 1: (1) asks for secrecy ("keep it between us"); (2) asks for photos; (3) rushes ("hurry up"); (4)
pressures with guilt ("i'll think we're not real friends") — a variant of pressure/manipulation. Bonus: a new
account with no contacts in common that claims to be "your same age" connects to slide 14: a profile can lie
about everything.

Activity 2: 1) secrets - 2) photos or personal data - 3) rushing/pressure - 4) meeting alone.
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